SECTION 3

Operational Considerations for Reducing Risks
Along with changes in the way the utility is managed, operational changes often provide some of the
more cost-effective ways for utilities to enhance the security of their systems. This section provides
suggestions for operational approaches, practices, and protocols that wastewater utilities may adopt
to improve the security of their infrastructure and other assets.
It is important to recognize that operating a wastewater system for improved security is well aligned
with the type of work performed by operations and maintenance personnel everyday. Preventive
maintenance inspections can easily be expanded to observe situations that might affect security.
Tasks such as looking for illicit connections, checking overflow problems, and developing
pretreatment programs to protect the wastewater process can also be used to improve security.

3.1 Heightened Awareness
With the vast geographic area served by most utilities, it is impossible to constantly monitor all utility
assets such as extensive pipeline networks and remote facilities. One way to enhance the security of
utility infrastructure is to increase awareness of potential threats by employees and the public.

3.1.1 Employees
It is important to rely upon the utility’s staff to be cognizant of any anomalies that may indicate a
breach of security of the wastewater system. While traveling along daily routes or from job to job,
employees should take notice of any open or askew manhole covers or catch basin grates or any
unusual odors or smoke coming from manholes or catch basins. Any persons or equipment around
an open manhole, catch basin, or on a pump station site other than those of the utility or authorized
utility contractors, should raise suspicion and be reported according to standard procedures and the
utility’s emergency response plan.
In addition to utility employees serving to maintain the security of the collection system,
management should work with other local government departments and agencies to train their
employees to also be aware of any unauthorized entry into manholes, catch basins, or curb inlets.
Because of their frequent travels across a municipality, police, refuse haulers, and road crews would
be a good addition to the wastewater collection system security program.
Consideration should also be given to expanding the role of the pretreatment program staff to make
periodic inspections to ensure that manhole covers and catch basin grates are secured in place and
that no unusual objects have been inserted into curb inlets.

3.1.2 Public
Given the large number of points of entry to wastewater collection systems, heightened awareness by
the public is a valuable mechanism for identifying unauthorized access to sanitary and combined
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sewer systems. As mentioned in Section 2.10.3, wastewater utility managers should work with those
involved in community policing programs, such as Neighborhood Watch, to educate citizens on how
to identify and report a breach in collection system security. Individuals who note suspicious
behavior and are well informed of how to contact the authorities can significantly reduce the risk to
the system and act as a deterrent. This additional source of information can build on the requirement
of many combined sewer systems and municipal separate storm sewer systems to have illicit
dumping hotlines and environmental awareness campaigns under their National Pollutant Discharge
Elimination System (NPDES) permits.

3.2 Operational Practices
Instituting operational practices that provide a utility with improved security against malevolent
threats can generally be accomplished at costs significantly less than designing and constructing
physical improvements. Nevertheless, developing new operational practices and revising existing
practices can take substantial resources in staff time and expenses, union negotiations, training, and
enforcement. Improving security by a change in operating procedures can also increase workload
and possibly impact efficiency. Also, some operational practices for improving security can be very
costly. For example, consider the employment of guards or contracting with a guard service.
Depending on the number of facilities a utility owns and operates, their size, and the extent of the
utility’s service area, using guards can easily impact a utility’s operating budget by hundreds of
thousands of dollars annually. Consequently, wastewater utility managers must be deliberate in what
operational practices to institute based upon the result of the utility’s VA.
An important benefit of using operational practices for improving
security is their flexibility. Development and adoption of new and
revised practices does not necessarily mean they need to be
continuously invoked. Thus, many operational practices can be
activated as needed in response to a particular threat category or
threat condition. Consequently, to some extent, costs can be
controlled.
New or revised operational practices can be linked to a particular
threat category or threat condition, but the extent to which they are
activated would be dependent upon the design basis threat category
identified by the VA, and/or the threat condition declared in
accordance with the Homeland Security Advisory System (see
Exhibit 3-1) by the U.S. Department of Homeland Security or other
state or local agency. There are several operational practices however,
that should be adopted and kept activated regardless of threat
category or threat condition faced by the wastewater utility. These
general operation practices are listed in Section 3.2.1.
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3.2.1 General Operational Practices
The following operational security measures should be employed for all facilities regardless of the
design basis threat or the threat condition. Vigilant access management and site maintenance
practices reduce the risks of malevolent acts by sustaining territoriality, controlling access and
performing surveillance. In essence, a well-controlled, well-maintained, and obviously occupied or
used facility and site, tends to discourage adversaries.

3.2.1.1 Access
•

Lock gates when the facility is unattended.

•

Lock doors and windows when the facility is unattended.

•

Inspect the perimeter fence monthly and make any necessary repairs.

•

Provide local law enforcement and fire-rescue personnel with up-to-date information on
locations of access points and the barriers that they may encounter.

•

Support citizen crime-watch committees in areas around utility facilities.

3.2.1.2 Operations and Maintenance
•

Keep lawn areas mowed and plantings in good condition.

•

Keep trees and shrubs trimmed back from windows, doors, and walkways.

•

Keep litter and trash picked up and the site neat.

•

Keep the exterior of buildings and other structures in good condition; poorly maintained facilities
can increase the perception that unauthorized access may be easy.

•

Remove graffiti within 24 hours of its appearance.

•

Replace faded signs.

•

Keep sites illuminated at night.

•

Inspect all lighting and surveillance equipment monthly and repair as necessary.

•

Establish procedures for night shift workers at treatment facilities, including regular check-ins
with supervisors.

•

Assure all processes and systems can be operated manually should the SCADA system fail.

3.2.2 Operational Practices
to Address the Design Basis Threat or Threat Condition
The following recommendations are in addition to the general operational practices listed in
Section 3.2.1. These are operational practices that will assist the utility in resisting various threats.
These operational practices are linked to threat categories and threat conditions in increasing order of
severity. Operational practices listed for each lower-level threat are not repeated for the higher-level
threats but assumed to be considerations for the higher levels as well. Exhibit 3-2 depicts the
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recommendation that the general operational practices be put in place no matter the threat category
or condition, and that for increasing threats additional operational practices be considered to counter
the threat.
EXHIBIT 3-2
Recommendations for Progressive Operational Considerations

3.2.2.1 Vandal Threat (Guarded [Blue] Threat Condition)
In addition to the operational practices described above, also do the following:
•

•

Access
−

Test security alarms monthly.

−

Consider using canine patrols when facilities are unattended.

Operations and Maintenance
−

Keep shrubs trimmed to 1 meter (3 feet) and prune the lower branches of trees up to 2 meters
(7 feet) to maintain clear visibility.

3.2.2.2 Criminal Threat (Elevated [Yellow] Threat Condition)
In addition to the operational practices described above, also do the following:
•

Access
−

Keep gates locked at all times or post guards at gates.

−

Inspect the perimeter fence weekly and make any necessary repairs.

−

Implement and enforce a key and lock control protocol (see Section 3.3.1).

−

Require all persons entering a facility to provide identification. Employees who show ID
badges that authorize access to the facility should be allowed entry. Employees who do not
have ID badges that authorize entry to the facility should be treated as a visitor (see below).
z

Visitors should present identification, such as a valid driver’s license, government-issued
photo identification card, or passport prior to being assigned a visitor badge. A
photocopy should be made of each identification card presented.
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z

All visitors should be given numbered visitor badges to wear on site. Visitor badges
should be returned when leaving.

z

Establish a policy for facility tours delineating who is authorized to approve access and
to whom tours are limited.

z

Tours should only be allowed when a staff member is available to constantly escort the
tour group.

z

Access for cleaning, maintenance, and repairs by non-utility employees should be limited
to the times when utility employees are present.

z

•

Restrict access to rooms that house SCADA and CCTV systems.

Operations and Maintenance
−

Establish and enforce an alarm response protocol (see Section 3.3.2).

−

Keep all interior doors locked when rooms are unoccupied.

−

Lock valuable items in desk drawers and cabinets.

−

Keep petty cash in a safe that is secured to the floor.

−

Store portable ladders and secure fixed ladders with guard locks so they cannot be climbed.

3.2.2.3 Saboteur Threat (High [Orange] Security Condition)
In addition to the operational practices described above, also do the following:
•

Access
−

Establish a “no stopping” zone along the roadway serving

Small Utility Tip

the facility, with appropriate signage. Request enforcement

Instead of hiring guards,
find out whether police or
sheriff’s deputies can
“moonlight” for the utility
on an as-needed basis

with towing.
−

Provide escorts for all visitors.

−

Post guards at all gates.

−

Have guards continuously patrol perimeter.

−

Place moveable vehicle barriers along facility roads to direct vehicles along a serpentine
pattern as shown in Exhibit 3-3.

−

Provide CCTV monitoring 24 hours/day, 7 days/week.
Perimeter barrier

−

Restrict site tours to nonsensitive areas of the

Obstacles

facility.
−

Require two employees
in highly sensitive areas
such as those housing the
SCADA and CCTV
systems.

EXHIBIT 3-3
Example of Barriers Placed to Force a Serpentine Pattern

3-5

operational considerations for reducing risks

−

Inspect interior and undercarriage of all vehicles entering facility. To limit delays, personnel
with appropriate credentials (e.g., authorized staff and utility fleet vehicles that are linked in
databases for validation) may be exempted from vehicle inspection.

•

Operations and Maintenance
−

Implement and enforce a delivery control protocol (see Section 3.3.3).

−

Assure a 60-day supply of chemicals are on-hand for operations.

−

Assure a 96-hour supply of fuel is available without requiring additional deliveries.

3.2.2.4 Terrorist Threat (Severe [Red] Security Condition)
In addition to the operational practices described above, also do the following:
•

Access
−

Screen all items being carried into facilities. Prevent aerosol cans, pressurized devices, spray
bottles, bottled gases, pepper spray, mace, and liquids or powders that cannot be readily
identified from being brought onsite.

−

Require two employees for access to high security areas.

3.3 Specific Operational Protocols
The operational protocols described below are referred to in the operational practices associated with
specific threat categories and conditions described in Section 3.2.2.

3.3.1 Key and Lock Control Protocol
The following features should be included in a key and lock control protocol. The word “key” is used
to refer to traditional metal keys as well as card keys and smart keys.
•

Do not use a master key for all facilities.

•

Distribute keys only to those employees that require access for their daily work.

•

Do not provide contractors with keys.

•

Track all keys.

•

Keys must be in a person’s possession or locked in a secure drawer or cabinet, and never left on a
desk or table, or otherwise unattended.

•

Retrieve keys when they are no longer needed, such as a reassignment of personnel.

•

All keys should be recovered from employees when they resign or are terminated.

•

Consider using smart-keys or complex-cut keys for high-level security areas.

•

Periodically change codes on keypad locking devices.

•

Replace locks periodically to reduce the likelihood of security breaches due to lost keys,
unauthorized duplicate keys, and keys held by former employees.

•

Perform random key audits and consider replacing all keys if key control has been compromised
(e.g., more than 5 percent of keys are unaccounted for).
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•

Only allow a single lock that is controlled by the utility to be placed on the entrance into a facility.
Do not use daisy-chains of locks to allow use of multiple keys by non-utility personnel; instead,
coordinate access with those needing entry.

3.3.2 Alarm Response Protocol
Response protocols for security alarms should be developed to assure appropriate, effective, and
rapid response. Employees should be trained in the protocol and understand their specific roles and
responsibilities. Suggested components of an alarm response protocol include these items:
•

Periodically change codes on alarm activation devices.

•

If possible, provide dual assessment of an alarm (e.g., video and motion detectors).

•

Provide multiple methods for reporting alarms and notifying authorities (e.g., telephone, cell
phone, radio).

•

Designate alarm response teams by alarm type.

•

Notify internal and external groups about alarms as identified in the utility emergency
response plan.

•

Place alarms at remote facilities into “access” mode when authorized entry is made and require
employees to call-in to alarm station prior to entry of facilities without card-key access.

•

Track and maintain a record of alarms and security incidents.

3.3.3 Delivery Protocol
Deliveries present a difficult security challenge for organizations, and particularly for wastewater
facilities where chemical and equipment deliveries are a regular and necessary event. The following
elements should be considered for establishing a strict delivery protocol.
•

In addition to access controls provided at the facility perimeter, add a CCTV video surveillance
system at unloading areas. Deploy cameras to capture the vehicle license plate and driver facial
features.

•

Maintain detailed logs of deliveries and pick-ups, including driver information, vehicle tag
number, description of shipped item, and source location or destination.

•

Adopt a procedure that requires faxed or electronically transmitted copies of delivery bills-oflading information and driver identification to be sent to the facility prior to the truck arriving
on site.

•

Implement a procedure for ensuring that a driver who regularly picks up or delivers hazardous
materials, such as hazardous chemicals, is previously cleared for access, given a proper
identification badge, and trained properly in the facility security requirements.

•

Provide a delivery holding area where contents of the delivery vehicle and contents of packages
can be assessed before transferring to final delivery location. This includes an area where
delivered chemicals can be sampled for a rapid assay.
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•

Refuse to accept any delivery that is deemed suspicious.

•

During high-risk periods, or for other specific reasons, inspect vehicles prior to entering or
leaving the area.

•

Notify chemical suppliers if deliveries are late or do not arrive so that the suppliers can confirm
the safety of their drivers and the location of their shipments.

•

Work with chemical suppliers to initiate use of anti-hijacking technologies and to develop utilitysupplier protocols for preventing and responding to tampering during shipment.

3.4 Specific Operational Considerations
for Wastewater Treatment Facilities
Operational considerations for reducing risks from malevolent threats to a wastewater utility’s assets
were covered in general in previous portions of this section. What follows are specific operational
considerations for protecting against the impacts of malevolent acts conducted by adversaries once
access to the treatment processes has been gained, or the raw wastewater has been contaminated
through the collection system. These operational considerations are not meant to replace what is
required by good operational practice, wastewater industry standard operating procedures, and
regulatory requirements. Rather what follow are additional operational considerations that should be
developed and activated in response to malevolent threats of sabotage and terrorism or threat
conditions of orange (high) or red (severe).
For guidance in operation of wastewater treatment facilities and individual unit processes, numerous
publications are available, including the following:
•

Operation of Municipal Wastewater Treatment Plants – MOP 11, WEF, 1996

•

Wastewater Sampling for Process & Quality Control - MOP OM-1, WEF, 1996

•

Several other Manuals of Practice published by WEF that address specific systems and processes,
and reports published by WERF that address the treatment and fate of various toxins

3.4.1 Treatment Facility-wide
The facility-wide considerations encompass the areas of access, operations and maintenance, and
backup power.

3.4.1.1 Access
•

To prevent access to critical processes and assets, lock all hatches and vault covers when they are
not being used. Use a hardened hasp padlock.

•

Lock all manhole covers with bolts or pan-type locks (see Section 4.5.2).

•

Secure valve and gate operators in their operating configuration to avoid malicious tampering
or an unintentional action by an employee. Hardened chains and locks, or specialized locks can
be used.
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•

Keep electrical and control boxes locked at all times to prevent unauthorized access. Unrestricted
access to this equipment could allow an immediate shutdown of unit processes and control
systems, creating an operational emergency.

3.4.1.2 Operations and Maintenance
•

Develop an understanding of the time of travel of the wastewater through the treatment facility
at different flows to know how long it would take for contaminants to move from process to
process and through the treatment plant.

•

Inspect processes and overall operations hourly, being vigilant
to recognize any treatment system upset that may be related to
contamination of the sewage or chemicals that are added to the
treatment process.

•

Rotate standby tanks, basins, mechanical equipment and
electrical components into an operating mode routinely.

Multiple Benefits
Rotating standby tanks, basins,
and equipment into operating
mode improves their condition
and ensures that they will be
available in an emergency.

Rotation allows maintenance activities to be conducted
routinely to ensure that standby capacity is readily available when needed.
•

Store critical spare equipment and parts in a secure location away from the operating equipment.
This protects the equipment from a malevolent act that is directed at damaging the operational
systems and allows the utility to quickly restore operations after the event occurs.

3.4.1.3 Back-up Power
•

Exercise generators weekly (assuming permits allow) under realistic loading conditions so that
their reliability is assured in an emergency.

•

Develop and exercise a power failure plan that identifies staff responsibilities including
systematic shutdown of non-critical equipment and systems that could reduce loads on
the generator.

For further information, refer to AWWA’s publication, Emergency Power Source Planning for Water and
Wastewater.

3.4.2 Influent Pump Station, Preliminary and Primary Treatment
Continuous monitoring of the influent should be performed at the influent pump station wet well or
at the facilities headworks. Monitoring of pH, oxidation-reduction potential (ORP), conductivity, and
temperature may provide an indication of contaminated sewage that can result in a plant upset.
Combustible gas concentration in the headspace of the influent pump station wet well should also be
continuously monitored.
During periods of elevated threat levels, consider monitoring for additional contaminants in the
influent using the results of the VA as a guide. Also, consider conducting trend analyses to identify a
potential slow release of a toxic compound into the wastewater system that could potentially build
up in the biomass, leading to an upset condition.
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Research is underway to develop early detection devices that would alert operators that the sewage
contained specific toxic chemicals. More information on these early detection devices may be found
in Guidelines for Designing an Online Contaminant Monitoring System (ASCE 2004).
Additionally, influent channels, grit chambers, and primary clarifiers are the locations where the
visual and odor characteristics of the raw wastewater can be inspected at ground or aboveground
level for the first time. If a flammable or toxic substance has been dumped into the collection system,
it is possible that a treatment plant operator may be able to see changes to color, sheen, consistency,
or odor of the raw sewage that can indicate a potential problem. Such inspections should be
made hourly.
Should monitoring or inspections suggest the influent may cause an upset to the treatment process
or a danger to facility or staff, the influent can be temporarily diverted to holding tanks or basins
if available.

3.4.3 Secondary Treatment
Secondary biological treatment processes can be sensitive to sudden changes in the characteristics of
the waste stream. Some fixed-film systems may be more resistant to shock-loading and toxins than
activated sludge processes, but activated sludge processes may allow for more flexibility in
preventing a complete die-off of biomass from a toxic constituent in the wastewater.
•

Continuously monitor dissolved oxygen levels, a dramatic change in which may suggest
inhibition of the biomass growth, a condition where immediate countermeasures should be
taken, such as adjusting airflow and possibly diverting flow to standby tanks.

•

For aeration systems using diffused aerators, have floating mechanical aerators available should
air piping or blowers be damaged.

•

Establish agreements with other wastewater utilities that could provide seed-activated sludge in
the event of a biomass die-off.

3.4.4 Effluent Filtration
Common filtration techniques include granular media filters and membrane filtration (microfiltration
and ultra filtration). Filter upsets typically require increased backwashing or cleaning intervals.
However, severe problems may require replacement of the media or membranes.
•

Continuously monitor turbidity to detect rising trend or failure of the filtration system.

•

Maintain a supply of filtration media should replacement become necessary.

•

Make arrangements with membrane suppliers to receive replacement membranes in a short
amount of time.

3.4.5 Disinfection
The most common disinfectants used in wastewater treatment are chlorine and ultraviolet light.
Historically, chlorination has been almost exclusively used to disinfect effluent because of its
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relatively low cost, availability, and general effectiveness. Recently, however, increasing concern
about employee and public safety, as well as toxicity to receiving waters, has led to increased use of
ultraviolet light if wastewater characteristics are amenable to its disinfection capabilities and a
disinfectant residual is not required as it might be for reclaimed water systems.

3.4.5.1 Ultraviolet Light
•

Continuously monitor ultraviolet system performance, because a change in wastewater
characteristics (e.g., absorbance or reflection of ultraviolet (UV) light before it could penetrate a
microorganism) could result in ineffective disinfection.

•

Assure that a supply of replacement lamps and modules is available.

•

Develop an operational response to loss of disinfectant capacity. Plan for an alternative
disinfection method such as manually feeding sodium hypochlorite or calcium hypochlorite
should the UV system fail to adequately disinfect the effluent.

3.4.5.2 Chlorination
All forms of chlorine are highly toxic and corrosive. Government regulations, safety guidelines, and
proper operational practices require careful and deliberate methods and procedures in handling,
storing, using, and disposing of chlorine and chlorine compounds. Because these regulations,
guidelines, practices, and procedures are necessary for all wastewater treatment facilities regardless
of security concerns, they are not all repeated here. What follows are additional recommendations for
reducing risks associated with malevolent threats that may not otherwise be mitigated by
conformance with regulations and other standard practices.
•

Chlorine cylinders should be hidden from view of anyone outside the secured perimeter of the
treatment facility and stored within a high security level area. Consider anchoring cylinders to a
concrete slab or structural member.

•

Continuously monitor the chlorine gas leak detector and have trained staff available for small
leak response.

•

Coordinate with local HazMat teams for response to large chlorine gas releases.

•

Store chlorine cylinders away from the chlorine feed building, but minimize the need to transport
the cylinders long distances.

•

Store chlorine cylinders and chlorine compounds separately from other chemicals to avoid
serious reactions should a leak or spill occur.

3.4.6 Effluent Disposal and Reclaimed Water Production
Should wastewater treatment processes be disrupted, the quality of effluent will likely decrease,
possibly causing a violation of permit requirements and having adverse effects on the receiving
water, the environment, and downstream users of the receiving water or reclaimed water if reuse of
the effluent is practiced.
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•

Prior to discharge or use as reclaimed water, effluent

Multiple Benefits

should be continuously monitored for pH, ORP,
turbidity, and chlorine residual (if chlorine is used as a
disinfectant). Bacteriological monitoring and monitoring
of viruses should also be considered for reclaimed water
production. The need for monitoring of other biological
and chemical constituents, as well as for radionuclides,
should be decided on a case-by-case basis. Further

Upfront discussion with
regulatory agencies and
environmental organizations
regarding procedures for discharge
due to a malevolent act can
provide an opportunity to work
cooperatively, potentially yielding
improved working relationships.

information can be found in Guidelines for Designing an
Online Contaminant Monitoring System (ASCE 2004).
•

Utility management should work with regulatory agencies, and possibly community and
environmental groups, to develop a contingency plan for managing an effluent or reclaimed
water that cannot meet the required standards due to a malevolent incident.

•

Where effluent is disposed of through infiltration basins and sprayfields, public contact may not
be an issue, but adverse affects on groundwater and possible aerosols from the effluent spray
may be a concern. Again, developing a contingency plan with regulatory agencies and other
stakeholders is suggested.

•

In the event that the contaminant has passed through the wastewater treatment facility, treated
effluent that may contain harmful substances should be diverted to holding tanks or lined ponds,
if available, for further analysis and pumping back through the plant at low rate of flow to
be retreated.

•

Consider underwater inspection of outfalls at least once every
two years.

•

Reclaimed water that will be used for irrigation in areas that
are open to the public should be stored on the treatment plant
site for a sufficient time to allow for analysis to assure it is safe
for distribution. Because reclaimed water distribution systems
have many of the same characteristics as drinking water

Multiple Benefits
Regular inspection of outfalls is
good practice. While looking for
signs of malevolent activity,
inspectors should look for signs
of corrosion, sedimentation,
and other maintenance issues.

distribution systems, refer to AWWA’s Security Guidance for
Water Utilities for further information.

3.4.7 Solids Handling
Treatment facilities with anaerobic digestion produce methane, an extremely flammable gas and an
asphyxiant. Government regulations, industry and local codes, and standard operating practices
must be followed to assure the safe management of methane gas. These are not repeated here. What
follows are recommendations that focus on improving security related to malevolent threats that may
affect solids handling operations at a treatment facility.
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•

Have more than one hauler under contract in case biosolids volume increases due to the inability
to thoroughly dewater or the primary hauler is unable to provide sufficient services. Maintain a
“standby” contract with haulers having tanker trucks that can handle liquid sludge.

•

Identify alternative short-term storage for sludge that does not meet either the beneficial uses or
disposal specifications.

•

Treat the areas around anaerobic digesters as high-level security areas and enforce restrictions to
assure safe treatment or reuse of methane gas.

•

Conduct trend analyses of biosolids monitoring data to track the potential of a slow release of a
toxic compound into the wastewater and build-up of contaminants.

3.4.8 Process Chemicals and Systems
Wastewater treatment facilities use a variety of chemicals as part of the treatment process. The
following is a partial list of chemicals and other hazardous substances commonly found at
wastewater treatment facilities and, possibly, remote facilities such as pump stations.
•

Acetylene

•

Ferric chloride

•

Oxygen

•

Activated carbon

•

Ferric sulfate

•

Ozone

•

Alum

•

Fuel oil

•

Paints and thinners

•

Ammonia

•

Gasoline

•

Pesticides

•

Calcium hypochlorite

•

Hydrochloric acid

•

Polymers

•

Caustic

•

Hydrogen peroxide

•

Sodium bisulfate

•

Chlorine

•

Lime

•

Sodium hypochlorite

•

Chlorine dioxide

•

Liquid propane gas

•

Solvents

•

Defoamers

•

Lubricating oils

•

Sulfur dioxide

•

Diesel fuel

•

Methanol

•

Sulfuric acid

•

Digester gas

•

Odor-masking agents

•

Welding gasses

Security risks for chemicals and chemical systems include (1) the theft of chemicals, (2) use of the
wrong chemical or a contaminated chemical, and (3) damage and destruction of the chemicals and
chemical feed systems. Safety measures, including the proper handling of chemicals, cleanup of
spills, personal protective equipment, and training are a necessary part of any wastewater operation,
regardless of security threats, and are not addressed here. What follows are several recommendations
for reducing the risk associated with malevolent threats involving chemicals and chemical systems.
•

Implement and enforce a delivery protocol as presented in Section 3.3.3.

•

Contractually obligate bulk chemical delivery suppliers to implement a seal lock at the point of
origin after loading that cannot be unsealed until arriving at the point of arrival.
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•

Reject chemical deliveries that may have been tampered with (e.g., broken seal, open bags, no
manifest, or unofficial paperwork).

•

Confirm reasons for late delivery with manufacturer or supplier’s home office before accepting
delivery.

•

Notify chemical suppliers if deliveries are late or do not arrive so that the suppliers can confirm
the safety of their drivers and the location of their shipments.

•

Work with chemical suppliers to initiate use of anti-hijacking technologies and to develop utilitysupplier protocols for preventing and responding to tampering during shipment.

•

Perform an assay on a sample of the chemical to assure its chemical constituents prior to
accepting delivery, or while it is contained in a holding vessel before being placed into a the
process storage tank.

•

Coordinate with local HazMat response team to assure they are aware and up-to-date with the
types and quantities of chemicals used and stored at utility facilities.

•

Inspect chemical storage areas, storage tanks, and feed equipment weekly.

•

Assure that a sufficient supply of chemicals is available based upon the threat (see
Section 3.2.2.3).

3.4.9 Laboratories
•

Establish arrangements with other laboratories to be used in situations where the utility’s
laboratory does not have a certain analytical capability, is overloaded with work, or is unable to
provide service. Maintain an up-to-date list of other laboratories and the types of analyses
performed. A comprehensive listing of both publicly and privately owned laboratories that are
certified under the National Environmental Laboratory Accreditation Program (NELAP) can be
found at www.epa.gov/nerlesd1/land-sci/nelac/accreditlabs.html.

•

Maintain a receipt log in the chemical receiving area that indicates the name of chemicals
received and the name of the person to whom the chemical is released.

•

Create and maintain an inventory of chemicals kept at the laboratory.

•

Chemicals that are consumed in process, disposed, or shipped should be removed from
laboratory inventory logs.

•

Secure laboratory reagents and limit access only to authorized personnel.

•

Certain highly toxic materials and hazardous materials should be stored in locked cabinets,
freezers, or refrigerators. This applies to sodium cyanide, potassium cyanide, arsenic compounds,
select agents, and other materials that may be readily recognizable as poisons.

•

Limit the amount of chemicals stored at the facility.

•

Protect laboratory gas cylinders, both service and spare, in secure wire mesh cages.

•

Perform both periodic and random checks of inventory to catch any unusual patterns of excessive
purchase of dangerous chemicals.
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•

Limit the number of staff who are authorized to purchase chemicals and supplies.

•

Have chemical suppliers limit the amount of chemicals that can be ordered at one time.

•

Establish a secondary location at the treatment facility for conducting process control-related
analysis.

•

Consider the use of radio frequency identification (RFID) tags for valuable instrumentation such
as a gas chromatograph/mass spectrometer (GC/MS).

3.5 Maintenance Shops, Warehouses, and Storage Areas
Consider the following operational practices for improving security at maintenance shops,
warehouses, and other storage areas.
•

Limit access to tools, supplies, spare parts, and materials to a limited number of authorized
personnel.

•

Maintain inventories of tools, supplies, spare parts, and materials.

•

Perform both periodic and random inventory audits.

•

Institute a work order system to track the use of supplies and materials.

•

Require that unused materials and supplies be returned to the warehouse or storage facilities.

•

Develop contracts with outside maintenance shops for functions that can be outsourced during
an event.

•

Develop on-call contracts with equipment suppliers that will allow procurement via emergency
purchase order or credit card if the utility uses credit card purchasing (see also Section 2.9.1).

•

Maintain an up-to-date list of outside sources for replacement equipment and supplies.

•

Maintain spare inventory for critical equipment on paper and in a separate secure facility in
addition to keeping the inventory in electronic format.

•

Keep all welding gases in a locked and secure caged area when not in use.

•

Provide access to multiple staff for disbursement of supplies during an event.

3.6 Administrative Offices
Administrative offices may be the locations where utility staff is most at risk. Additionally, important
financial information is likely stored in these facilities. The following operational practices can help
improve security at administrative buildings.
•

Maintain a receptionist or guard at the entrance to the building.

•

Train the front office receptionist in alarm protocols during unusual events (e.g., irate customer
or unauthorized intruder).

•

Require identification of visitors prior to entering the main building (e.g., from a vestibule).

•

Restrict access from front entry point to inside offices.
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•

Assure that exterior doors are never propped open by conducting frequent inspections
throughout the day or via electronic devices.

•

Keep file cabinets closed and locked. Do not leave keys in their locks.

•

Erase whiteboards and remove flip chart papers that contain important information.

•

Keep desks clean and computer screens blank (requiring a password to restore) when work areas
are unattended.

•

Keep petty cash in a safe that is bolted to the floor.

•

Provide a silent panic alarm at the reception area and other critical locations.

3.7 Vehicles, Heavy Equipment, and Fuel
The following practices may improve the safety and security of vehicles, heavy equipment, and fuel.
•

Designate specific parking locations for each vehicle and piece of equipment.

•

Lock all vehicles and heavy equipment when driver/operator is not “behind the wheel.”

•

Have each vehicle and all heavy equipment clearly marked with the utility’s name, logo, and
individual vehicle number. Consider adding the logo and vehicle ID number to the roof of the
vehicles for ease of identification from the air.

•

Avoid keeping supplies in vehicles. Keep any supplies that are left in vehicles out of sight and in
locked compartments.

•

Return heavy and light equipment to a secured location after working hours, or provide a
security guard at the site where equipment remains.

•

Require identification from the driver of all fuel (e.g., gasoline, diesel, propane, etc.) delivery
trucks prior to the fuel being accepted onto site.

•

Require fuel cards to be returned upon an employee’s termination from employment.

•

Reissue fuel cards with new codes to staff annually at a minimum.

•

Consider purchasing a tanker truck to haul fuel from outside of
the utility’s region in the event that local fuel sources are
unavailable and fuel shipments are delayed. Because of the high
cost and probable infrequent use, the utility may wish to share
the cost of the tanker and its use with other neighboring utilities.

•

Use smart-keys (keys that include an electronic chip that verifies
authenticity) for all vehicles and heavy equipment.

Multiple Benefits
Besides locating stolen
vehicles and equipment,
GPS systems improve
service response time as
dispatchers are aware
of the location of the crew
closest to a trouble call.

•

Install intrusion alarms in vehicles and heavy equipment.

•

Install global positioning system (GPS) tracking systems in vehicles and heavy equipment so that
they may be located if stolen, and crews and equipment closest to a problem can be dispatched.
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3.8 Additional Operational Considerations
for Remote Facilities
Remote facilities are those that are typically unattended, including pump stations, combined sewage
overflow facilities, stormwater retention ponds, effluent disposal sites that are away from a treatment
facility (e.g., infiltration basins, spray fields), and smaller wastewater treatment plants (e.g., package
plants).
While larger remote facilities such as master pump stations and combined sewer overflow (CSO)
facilities typically have standby generators onsite, most remote pump stations, because of their
smaller size, site constraints, or relatively low criticality, have no onsite alternative to the main power
feed from the electric utility. Thus, an attack on the power grid could result in sewage overflows and
backups. The alternative is for wastewater utilities to use portable generators that can be brought to
the site of pump station.
Many wastewater utilities have one or more portable, trailer-mounted generators that are towed to
sites needing temporary power. However, utilities that operate a large number of remote facilities
(e.g., many wastewater utilities in Florida and other coastal states that operate hundreds of remote
pump stations), have typically relied upon other utilities and state and federal agencies to provide
additional generators during a large-scale power outage. However, experience has shown that
generators supplied by the federal and state agencies typically do not meet the needs of the
wastewater utility. These generators rarely arrive in time to prevent overflows and backups, are
frequently incompatible with the remote facility’s power needs, or cannot be delivered because no
one from the utility is available at the remote site or there is no equipment to lift the generator off the
delivery truck.
Consequently, wastewater utilities should maintain a stock of trailer-mounted generators to meet
their needs, or more cost-effectively, develop mutual aid agreements (see Section 2.11) with other
wastewater utilities over a wide geographical area to standardize the standby power requirements of
remote facilities and cooperatively purchase portable generators that would be available to all parties
of the agreement.
Other operational considerations beyond those previously covered in Section 3 include the following:
•

Utility managers should develop a rapport with residents and business owners who are adjacent
to and within sight of remote facilities. These “neighbors” of the utility facilities should be
advised regarding what should be considered suspicious activity at the utility’s property and
where to report their findings.

•

Inspect remote facilities often. Although the trend over the last decade or more has been to
reduce the frequency of utility staff visiting remote facilities, reversing this trend may be
reasonable if the DBT and threat condition warrants. This is especially true for master pump
stations that serve significant portions of the service areas and major CSO facilities.

•

Change inspection schedules frequently to minimize the ability of an adversary to plan according
to when a remote facility will be unattended.
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•

Provide frequent grounds maintenance at remote facilities, particularly retention ponds,
sprayfields, and infiltration basins to prevent overgrowth that could offer hiding places for
adversaries.

3.9 Special Operational Considerations
for Collection Systems
With the vast extent of collection systems and the lack of a means to continuously monitor manholes,
catch basins, and sewers, heightened awareness by both employees and the public as described in
Section 3.1 must play a key role in protecting the infrastructure.

3.9.1 Preventing Access to the Collection System
Access to wastewater collection systems is possible through sinks, showers, water closets, and other
sanitary drains, as well as catch basins and curb inlets in combined sewer systems and stormwater
systems. However, physical access is limited to entry by manhole or catch basin, as is the dumping of
large quantities of flammable liquids. The following measures should be considered:
•

Through newsletters and bill inserts (in cooperation with a billing agency such as the water
supplier), encourage the public to report missing manhole covers or inlet grates, as well as
suspicious activity around manholes and catch basins.

•

Periodically inspect manhole covers and catch basin grates to assure they are secure and locked
where a locking device has been installed (see Section 4.5.2). Inspections should be prioritized
based on threat level and vulnerability of the system, although they often focus on largerdiameter gravity sewers and portions of the collection system that are adjacent to and serve
government offices and high-density commercial and residential areas.

•

Periodically inspect force main valve boxes, exercise valves, and exposed air release valves to
assure they are in working order and have not been tampered with.

3.9.2 Monitoring Wastewater
Wastewater utilities with large industrial and commercial components to their wastewater stream are
subject to potential plant upset conditions if the quantity or quality of the discharges into the sewer
system significantly changes. Industrial and commercial connections into the wastewater collection
system are rarely monitored with the exception of periodic pretreatment program sampling. The
implication is that large commercial or industrial connections could potentially be used to discharge a
contaminant into the collection system causing significant impacts on the treatment facilities. For
example:
•

The contaminant, such as a low pH solution, could cause a major plant upset that would reduce
the wastewater treatment facility’s treatment capabilities. The result would be the release of
partially treated wastewater into the environment.
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•

The contaminant, such as cyanide, could pass through wastewater treatment facilities process
without any significant reduction. The result would be the release of a toxic compound into the
environment.

Some wastewater utilities have instituted real-time collection system monitoring of the wastewater in
the major interceptors. These utilities are developing an emergency response plan to react to unusual
changes in wastewater quality to protect the downstream wastewater treatment facility. Actions that
have been considered are:
•

Implement continuous water quality monitoring devices (i.e., pH, conductivity, ORP) in the
collection system at key locations and at the headworks of the wastewater treatment facility.

•

Identify acceptable ranges of the parameters being analyzed, and track the water quality
monitoring data through a SCADA system.

•

Develop a flow based-tracking system from each water quality monitoring location to the
wastewater treatment facility. This system should track the contaminant plume into the
wastewater treatment plant and facilitate activation of response plans.

•

Develop a response plan at the wastewater treatment facility to divert and contain the
contaminant plume when it enters the facility. Potential facilities that could be used include flow
equalization basins or one of the primary treatment trains.

•

Develop a process to identify, treat, and dispose of the contaminant.

Exhibit 3-4 is an example of a floating buoy continuous monitoring system that was developed by
Irvine Ranch Water District in California for its collection system and wastewater treatment facility.
EXHIBIT 3-4
Example of a Collection System Monitoring Device
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3.9.3 Satellite Collection Systems
If not already being performed, the pretreatment program or other monitoring program should
include the monitoring of wastewater flows from satellite collection systems, such as for other
utilities, large industrial plants, and communities where the collection system is privately owned or
operated (e.g., apartment complexes). Install monitoring manholes at the connection points, and
employ appropriate sampling equipment.

3.9.4 Overflow Outfalls
Combined sewer and stormwater outfalls provide potential points
of access to wastewater assets and buildings along the pipeline
alignment. Inspections of outfalls should be made regularly, and
video monitoring should be considered. Inspections can also help
to meet the goals of National Combined Sewer Overflow Control
Policy’s nine minimum controls to monitor the frequency of CSO
discharges. If physical barriers are placed over outfalls, regular
inspections will be needed to prevent debris buildup on the grate

Multiple Benefits
Regular inspections of
the collection system can
also serve the needs of asset
inventory and condition
assessment programs called
for under the National
CSO Control Policy.

and failure of the outfall.

3.9.5 Culverts
Culverts, primarily large diameter and box culverts, provide a potential hiding area for adversaries.
Culverts under major roads and railroads may also provide a location for placing an IED. Therefore,
frequent inspections should be made of large culverts, especially those passing under major
roadways and railroads. Vegetation around the inlet and outlet of culverts should be eliminated or
well maintained to make inspections from a distance easier.

3.9.6 Deep Tunnels
Several utilities in the U.S. convey combined wastewater and stormwater through large diameter
tunnels. These tunnels may be 10 meters (33 feet) or larger in diameter and travel for several
kilometers at depths of 100 meters (328 feet) or more under the surface. Personnel access to the deep
tunnels is through access shafts from the surface; wastewater and stormwater enter the deep tunnels
through drop shafts from the collection system. Because these tunnels are very deep and almost
exclusively constructed by boring through rock, damage from any IEDs placed in the tunnels would
likely cause minimal damage to the tunnel and no damage at the surface other than blowing off
access covers. The vulnerability of deep tunnels lies in their ability to provide adversaries relatively
unimpeded underground access because the water level is usually shallow except during rain events.
Consequently, it is critical that all accessways be kept locked and intrusion alarms monitored at all
times. If CCTV or motion detectors are installed in the shafts or tunnels, they should be monitored at
all times unless video motion detection systems with alarms are used (see Section 6.3.4). Frequent
visual inspections of the shafts and tunnels should also be made.
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