SECTION 7

Emergency Response
Even the most well designed and effectively operated protection system cannot prevent all threats.
Thus, a utility must be prepared to respond and recover in the event that existing security systems do
not prevent a harmful occurrence. This section presents information for wastewater utilities to
consider when planning for and responding to incidents in order to minimize disruption of service,
protect employees and the public, and mitigate adverse environmental impact. The issues discussed
provide the basis for development of a wastewater Emergency Response Plan (ERP) for both humancaused and natural hazard emergencies. This section is intended to provide general information and
resources on emergency response; resources listed at the end of section should be consulted for
emergency response plan specifics.

7.1 Emergency Response Plans (ERPs)
The purpose of an ERP is to provide a utility with a standardized response and recovery protocol to
prevent, minimize, and mitigate injury and damage resulting from emergencies or disasters of
human-caused or natural origin. The ERP should clearly outline the communication and coordination
that would occur between the utility and local emergency response personnel, including police, fire,
and public health officials. The plan should be developed through workshops and consultations with
local emergency management personnel and first responders; this communication provides the utility
with knowledge of local resources and begins the agency coordination necessary in responding to an
emergency. The ERP should also define procedures and protocols to be followed during an
emergency, as well as identify equipment and resources to assist the utility in responding to and
recovering from unintentional or natural disasters.
The ERP, as well as other materials that may be needed during an emergency, must be kept up-todate in a hardcopy format and available to the utility’s staff. Electronic formats of ERPs, maps,
manuals, and other documents may not be accessible during extended power outages.

7.1.1 Requirements for an ERP
In general, wastewater utilities are required to develop ERPs and protocols through a variety of
regulatory programs. SARA Title III (Superfund Amendments and Reauthorization Act), Emergency
Planning and Community Right to Know Act of 1986, and the Clean Air Act (Section 112) require
wastewater facilities that store and handle hazardous and extremely hazardous chemicals to develop
emergency plans. Under the Clean Water Act, point source dischargers to Waters of the U.S. must
hold National Pollutant Discharge Elimination System (NPDES) permits. Also, non-discharging
wastewater facilities that produce residuals must also hold NPDES permits. A standard condition of
an NPDES permit is a contingency plan, which includes emergency response components.
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In addition, wastewater utilities that store certain regulated substances over threshold amounts,
including chlorine and sulfur dioxide, must develop Risk Management Plans (RMPs) that are
submitted to EPA. Process Safety Management Plans (PSMs) are required under Occupational Safety
and Health Administration (OSHA) regulations or similar state requirements. Both RMPs and PSMs
have significant emergency response components.
States, counties and municipalities may have additional regulations requiring ERPs. Utilities are
encouraged to communicate with their state regulatory agencies and local public health departments
about any requirements for wastewater and stormwater emergency plans.
Coordination with other utilities and local agencies is critical when developing emergency plans and
procedures. The wastewater ERP should become an “annex” or appendix to a city-wide ERP.
Information contained in a city-wide ERP or in a water system ERP (required by the Public Health
Security and Bioterrorism Preparedness and Response Act of 2002) should be reviewed for
consistency with the wastewater ERP so that community response to an emergency can be as
cohesive as possible.

7.1.2 Key Components of an ERP
There is a great deal of information that must be incorporated into an ERP to make it useful and
successful in aiding a utility’s response and recovery in an emergency. An ERP may be organized
into the sections described below.
•

Introduction describes the purpose, goals, regulatory requirements, overall organization, and the
access control protocol for the ERP document.

•

Emergency Planning Information describes the utility’s emergency planning partnerships;
mutual aid agreements; and emergency response policies, procedures and documents. It also
summarizes the scenarios from the most recent VA that are addressed in the ERP.

•

System Information contains an overview of the wastewater system including a description of
the collection system, pump stations, and a discussion of the treatment facilities and processes.
System maps, site plans, flow diagrams, hydraulic profile schematics, and data tables should be
included to aid in the understanding of system capacities and inter-relationships of system
components. Emergency resources, such as backup power supplies and redundant facilities,
should also be listed in this section.

•

Concept of Operations describes the utility’s polices, procedures, and plans to mitigate
emergency incidents, including how threats might be received by the utility. This section should
also cover ERP activation, response capabilities, personnel safety provisions, and protective
action protocols. Refer to the EPA Response Protocol Toolbox for actions based on threat
assessment, including the possible, credible, and confirmed stages, as well as information on site
characterization and use of laboratories that are capable of detecting a broad range of
contaminants. The toolbox files can be downloaded at www.epa.gov/safewater/watersecurity.
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•

Incident Management is effectively accomplished through an incident command system (ICS)
described in Section 7.2. Overall emergency response should be centered at the emergency
operations center (EOC) as discussed in Section 7.3.

•

Emergency Communications should be addressed in a form of a crisis communications plan
described in Section 7.4.

•

Emergency Response, Recovery and Termination describes damage assessment activities, in
which the utility determines the extent of damage and estimates repair or replacement costs;
prioritization of actions; identification of resources necessary to return the damaged system to
full operation; and actions to stabilize the system. This section also includes a discussion of the
recovery phase emphasizing the importance of appointing a recovery manager who then selects a
recovery team. These leaders will develop a strategy to transition from an emergency situation to
the recovery phase until normal conditions are reached and the emergency is terminated. A
recovery plan should list the steps required to restore the system to normal operations. Finally,
the discussion of termination and review of the emergency should highlight the importance of
declaring an end to the emergency and learning from the incident. Those lessons should be
incorporated into future versions of the ERP.

•

Appendices can include various documents relevant to emergency response of the utility, such as
the following:
−

EPA-suggested measures for water and wastewater utilities

−

Maps and other relevant system information

−

Mutual aid agreements

−

Threat documentation forms

−

Contamination threat evaluation worksheets

−

Generic site characterization plans

−

Site characterization report forms

−

Equipment lists

−

Example public notices and press releases

−

Emergency contact lists that contain primary and alternate contact information for, at a
minimum, the incident management team, the crisis communications team, utility personnel,
local, state and federal emergency management staff, chemical and equipment suppliers,
contractors and consultants, mutual-aid partners, media contacts and sensitive customers.

7.2 Incident Command System
On March 1, 2004, the DHS established the National Incident Management System (NIMS) pursuant
to Homeland Security Presidential Directive-5. NIMS consists of five major subsystems that
collectively provide a total systems approach to risk incident management. These five elements are
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the Incident Command System (ICS), Training, Qualifications and Certification, Publication
Management, and Supporting Technology.
On September 8, 2004, the DHS sent a letter to state governors that outlines the requirements of NIMS
as our nation’s first standardized approach to incident management and emergency response. The
minimum FY 2005 requirements for local jurisdiction support of NIMS are:
1.

Completing the Introductory NIMS Awareness Course, available online at
http://training.fema.gov/EMIWeb/IS/is700.asp.

2.

Formally recognizing the NIMS and adopting NIMS principles and policies. The NIMS
integration center (NIC) has tools to help with NIMS (www.fema.gov/nims).

3.

Establishing a NIMS baseline by determining which NIMS requirements the jurisdiction already
meets. There is a NIMS Capability Assessment Support Tool (NIMCAST) under development
from NIC.

4.

Establishing a timeframe and developing a strategy for full NIMS implementation.

5.

Institutionalizing the use of the ICS.

ICS is a standardized response management system that is a key component of NIMS. It is an “all
hazard/all risk“ approach to managing crisis response operations as well as non-crisis events by
enhancing command, control, and communication capabilities. In the early 1970s, ICS was developed
to manage rapidly moving wildfires and to address the following problems:
•

Different emergency response organizational structures

•

Unclear or unspecified incident objectives

•

Too many people reporting to one supervisor

•

Lack of reliable incident information

•

Inadequate and incompatible communications

•

Lack of structure for coordinated planning among agencies

•

Unclear lines of authority

•

Terminology differences among agencies

Information and training on ICS can be obtained online at http://training.fema.gov/emiweb/
is/crslist.asp.

7.2.1 Benefits of ICS
The adoption of ICS offers these benefits:
•

A flexible, but formal, response management system that allows for the cultivation of response
management expertise at all levels of applicable response organizations.

•

Increased coordination between utilities, their personnel, and other first responders such as
police, fire, public health, and public works departments

•

Application to any response situation (“all hazard/all risk“)

•

Logical and smooth organizational expansion and contraction
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•

Autonomy for each agency participating in the response

•

Increased support of trained personnel during major incidents

•

A “public domain“ system that allows unrestricted distribution by commanding officers to
improve capabilities and unify the local response community into a more effective organization

7.2. 2 ICS Command Structure
The Incident Management Team, as shown in Exhibit 7-1, consists of the Command Staff (incident
commander, public information officer, liaison officer, and safety officer) as well as the operations,
planning, logistics, and financial sections of the utility. Not all positions may be activated during an
emergency. Based on this structure, the ERP describes the utility personnel who will fill each role (at
least two people for each position on the team) and their roles and responsibilities.

Command Staff
Incident
Commander
Public Information
Officer

Safety Officer

Liaison Officer

Operations

Logistics

Planning and
Intelligence

Finance and
Administration

EXHIBIT 7-1
Incident Management Team Organizational Structure

During an emergency situation, the Incident Management Team members will, at a minimum:
•

Identify an Incident Commander to manage the Operations,
Planning/Intelligence, Logistics, Finance/Administration
Sections, and related sub-functions of the ICS.

•

Set priorities and implement previously developed Incident
Action Plans (IAPs).

Small Utility Tip
The Incident Management Team
at a small utility may consist of
one or two staff covering the
functions of all ICS positions.

•

Control and mitigate emergency situations.

•

Coordinate and support all field-level incident activities within the utility service area.
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•

Gather, process, and report information to stakeholders within the utility service area and to
other levels of the ICS.

•

Coordinate with local governments, organizations with which the utility has mutual aid
agreements, or regional Emergency Operations Centers (EOCs) as appropriate.

•

Coordinate the transition of expanded ICS responsibilities to outside agencies when the scope
and parameter of emergency response exceeds jurisdictional capability.

•

Request resources from appropriate agencies.

•

Organize recovery and cleanup of emergency response activities.

7.3 Emergency Operations Center
An Emergency Operations Center (EOC) is a pre-designated facility from which to coordinate the
overall response and support for an emergency. The utility should select a primary EOC location, as
well as an alternate EOC location to be used in the event that the primary EOC is not available or
rendered unusable by the emergency. The EOC can be a separate room equipped and designated for
emergencies only or a room that has been equipped to be easily transformed into a command center
during emergency events.
During an emergency situation, the staff at the EOC will:
•

Establish an EOC Director to manage the Operations, Planning/Intelligence, Logistics,
Finance/Administration Sections functions and related sub-functions of the ICS.

•

Set priorities and develop Action Plans (APs).

•

Coordinate and support all field-level incident activities within the utility service area.

•

Gather, process, and report information within the utility service area and to other levels of ICS.

•

Coordinate with local government, operational areas, or regional EOCs as appropriate.

•

Request resources from appropriate agencies.

The EOC must have sufficient communication equipment (telephones, computers, two-way radios,
etc.), copies of engineering and operational plans and procedures for the utility, chalk or white
boards, and tables and chairs sufficient to meet the needs of those individuals assigned to the EOC.
Consideration should also be given to providing overnight accommodations at the EOC with cots
and bedding, a supply of food and water, and bathrooms with showers.
A map showing the relationship between the primary and alternate EOCs, as well as their addresses
and telephone numbers, is helpful to include in an ERP. A list of the emergency equipment to be
stored in the EOC should also be included in this section of the ERP. Lists of available field
equipment can be contained in an appendix to the ERP.
Handwritten and electronic logs should also be developed and controlled through the EOC. These
logs become the official documentation of the emergency and can serve as the primary basis for the
post-incident review. This section of the ERP should stress the importance of the logs and describe
procedures for their generation and storage.
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7.4 Crisis Communications
During an emergency, clear and timely communication can save lives, property, and credibility. A
crisis communications plan identifies who to contact, the order in which the contacts are to be made,
and the telephone numbers to be used. It details communication
procedures within the utility incident management team,
communications with stakeholders, crisis communications tools,
and key messages for the public. If there is a need to communicate
to the public or to use the media to communicate to a wider
audience, this must be done by a designated person who has been

Small Utility Tip
Many ERPs contain a Crisis
Communication plan; however,
smaller utilities will likely rely
on their locality’s crisis
communication procedures.

trained to do so.
The crisis communications plan should also identify the various stakeholder groups, both internal
and external to the utility, that should be notified during crisis situations and the procedures for such
notifications. It often includes contact information for staff and next-of-kin, onsite vendors,
contractors, visitors, local emergency response agencies, municipal and sensitive customers, public
and local news media, and regulatory agencies.
Crisis communications tools for disseminating information to internal and external audiences should
also be identified and included in an appendix to the ERP as applicable. These tools may include
boiler-plate public notices and press releases. Key messages should also be developed in the ERP
process to facilitate rapid communication during an emergency event.
Communication protocols and resources should also be discussed in the Emergency Communications
section of the ERP. Sections 2.10 and 2.11 of this document discuss the importance of coordination
and communication with emergency responders and local emergency management agencies, health
departments, and neighboring utilities, and provide tips on improving coordination. When
coordination and communications protocols are established before an emergency, the more efficient
and successful the response will be in a crisis.

7.5 Revisions to ERPs
An ERP is never a final document. ERPs should be revisited and revised often. A utility staff member
should be assigned responsibility and given utility-wide authority for keeping the ERP up-to-date,
including maintaining contact lists and equipment information. A review of the ERP should take
place at least annually, and should be based on the operational and procedural recommendations of
the most recent VA, results of any training exercises, and lessons learned from actual emergency
responses. The ERP should also be updated to include procedures involving any new security
equipment and technology.

7.6 Emergency Response Plan Training and Exercises
The ERP should also contain a section that discusses the utility’s emergency response training
program. Training and drilling are critical to successful emergency response. It does not matter how
good an ERP is on the shelf if utility personnel are not trained to use it, or utility personnel and
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emergency responders are not used to working together. Section 2.5 of this document provides an
overview of training programs that a utility may consider for improving security and emergency
response. The following programs specifically related to emergency response should be considered:
•

Orientation Sessions: Orientation sessions include basic instruction and explanation of the ERP
and action plan procedures. Written tests may be used to ensure a defined level of
comprehension by the attendees.

•

Table-Top Exercises: Table-top exercises are extremely helpful in testing emergency procedures
and enabling communication between personnel who would respond to an emergency.
Participants are presented with a fabricated major event and must discuss their potential
responses. Table-tops involve many players acting out an emergency situation in an indoor
setting within one or a few rooms. A director facilitates the exercise and develops a plausible
scenario with a “trusted agent” from the utility. After the exercise is complete, the director should
conduct a review of the exercise and lessons learned with the participants.
Players in a table-top exercise may be limited to utility employees involved in an emergency or
may include all agencies responding with the employees. Exhibit 7-2 shows a typical table set-up
when the exercise begins. The controllers/evaluators help to keep the exercise moving according
to the exercise plan, and assist in evaluating the success of the exercise.

EXHIBIT 7-2
Table-top Exercise Participants and Setup

FEMA has developed a time-tested, effective method for emergency training that applies to table-top
exercises. The eight steps are as follows:
•

Conduct a needs assessment to determine a plausible emergency scenario.

•

Define the scope of the exercise, including participants and ground rules.
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•

Develop a statement of purpose and write the exercise directive that summarizes the exercise
information and agenda.

•

Develop the exercise objectives against which the success of the exercise and participants will be
evaluated.

•

Compose the introductory narratives or background information for participants.

•

Develop major and detailed events in the form of a Master Scenario Events List that describes
inputs of information and when these inputs occur during the exercise.

•

List expected actions of the participants, which will be used in the evaluation of the participants.

•

Prepare problem statements or messages and provide these to participants as the emergency
scenario unfolds.

7.7 Emergency Response Resources
Numerous agencies have published information and provided assistance for utilities in formulating
ERPs. FEMA has developed extensive information relating to emergency prevention and response. A
number of these documents are listed in the bibliography of this document. Additional information
and documents can be found on the FEMA Web site at www.fema.gov.
There are guidance documents and tools that have been specifically developed to assist wastewater
agencies in developing ERPs. For instance, WERF has published the “Emergency Response Plan
Guidance for Wastewater Utilities,” which presents details on the goals and content of ERPs for
wastewater utilities. The Vulnerability Self-Assessment Tool (VSATTM), developed by AMSA, has an
ERP Module that can be used to guide a wastewater utility through ERP development. In addition,
AMSA will soon be releasing a planning document for wastewater utility managers focused on the
wastewater generated from decontamination activities at scenes of biological, chemical, and
radiological contamination.
The EPA’s Response Protocol Toolbox: Planning for and Responding to Contamination Threats to
Drinking Water Systems contains six modules designed to help the water sector effectively and
appropriately respond to intentional contamination threats and incidents. Much of its information
directly relates to wastewater and stormwater. The toolbox files can be downloaded in pdf or
Microsoft® Word format at www.epa.gov/safewater/watersecurity. Locate the information by
selecting the primary topic of “Emergency/Incident Planning,” then selecting the toolbox from the
list of “Emergency Response Tools and Guidance Documents.”
Also available from the EPA is a “Laboratory Compendium” database of laboratories with water
testing capabilities. This database was populated through voluntary information from laboratories
nationwide. It can be used to determine where to send contaminated wastewater or stormwater
samples for testing.
The ASIS International Disaster Preparation Guide published in 2003 and available online at
www.asisonline.org/newsroom/crisisResponse/disaster.pdf is an easy-to-read overview of
emergency response that is useful to provide to utility employees.
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